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E-Commerce Transactions with Fully Authenticated Tokens Will Be 
Classified as ECI 05 in Canada and the U.S.  

Canada, U.S. | Acquirers, Issuers, Processors, Agents  
Visa Network 

Overview: Visa is planning changes for transactions processed on or after 15 April 2023 in Canada and the 
U.S. Cardholder-initiated card-not-present transactions using fully authenticated tokens will be classified with 
electronic commerce indicator (ECI) 05, subject to meeting performance standards. In addition, dispute rights 
for Dispute Condition 10.4: Other Fraud—Card-Absent Environment on these transactions will be removed. 

As digital commerce continues to evolve at a rapid pace, Visa is focused on 
ensuring that e-commerce transactions are as secure, reliable and intuitive as they 
are in a physical store. Visa is committed to partnering with clients to drive 
performance in digital commerce by facilitating secure and seamless card-not-
present (CNP) payment experiences.  

In 2014, Visa introduced secure EMV® payment tokens through the Visa Token 
Service (VTS), replacing primary account numbers with digital credentials. Visa 
tokens support a multitude of digital purchase experiences, from in-app checkout 
using digital wallets on mobile devices to e-commerce purchases with merchant card-on-file credentials. Device-
based Secure Element (SE) and Host Card Emulation (HCE) tokens require issuer identification and verification 
(ID&V) at the time the credential is added into the digital wallet by the cardholder. These token types are 
provisioned with issuer ID&V to help confirm the authenticity of the cardholder and are device-bound (i.e., token 
is tied to a specific device), promoting higher security in the CNP environment. 

However, the strength of authentication varies across tokens today. Where ID&V has been deployed, the level of 
robustness differs across issuers, resulting in the proliferation of fraudulent tokens in some cases. Further, ID&V 
and device binding have not been generally adopted for credential-on-file (COF) or e-commerce tokens. The 
expanded use of authenticated tokens represents a cornerstone in Visa’s efforts to improve security and 
performance for CNP transactions.  

To incentivize the adoption of robust issuer ID&V and token-to-device binding across all token types, Visa is 
introducing the Digital Authentication Framework (DAF), with a planned effective date of 15 April 2023. The 
program provides a set of authentication and fraud performance requirements to ensure that the payment 
ecosystem, including merchants, token requestors (TRs) and issuers, takes steps to improve the security and 
performance of CNP transactions.  

Mark Your Calendar: 

• Cardholder-initiated CNP 
transactions using fully 
authenticated tokens 
meeting performance 
requirements will be 
classified as ECI 05        
(15 April 2023) 
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Under the program, if merchants and TRs: 

• Present a cardholder-initiated CNP transaction using an authenticated token (i.e., the issuer performed ID&V 
at the time of provisioning and the token is device-bound); 

• Perform cardholder verification (e.g., biometric, risk-based authentication) at the time of purchase; 

• Include specific data required to enhance issuer decisioning (e.g., token cryptogram, merchant or TR 
information, device information); and 

• Maintain fraud rates at or below minimum thresholds,  

Then issuers will: 

• Provide fraud dispute protection and optimized approval rates for these fully authenticated transactions. 
Issuers are encouraged to review and strengthen their ID&V decisioning practices and employ risk-based 
step-up of cardholders accordingly to mitigate fraud from transactions using fraudulently provisioned tokens. 

Specific requirements of the program are detailed in the subsequent sections of this announcement. 

Changes are planned for transactions processed on or after 15 April 2023. Cardholder-initiated CNP transactions 
using fully authenticated tokens will be classified with ECI 05, subject to meeting criteria set forth by the DAF 
program. The Visa Rules will be updated to no longer permit disputes for Dispute Condition 10.4: Other Fraud—
Card-Absent Environment on these transactions.  

Cardholder-initiated CNP transactions using authenticated SE tokens will similarly qualify for the ECI 05 
classification outside of the DAF program. SE tokens are device-based, require issuer ID&V at the time of 
provisioning, and include enhanced data for risk decisioning. Visa will monitor these transactions on an ongoing 
basis to ensure low fraud rates are maintained.  

Qualifying for ECI 05 Under the DAF Program 

Transactions of participating merchants or TRs will be required to meet the following criteria to be classified as 
fully authenticated: 

• A recognized authenticated payment credential must be present in the transaction.  

o An authenticated payment credential is defined as a Visa payment credential uniquely associated with 
a merchant or TR, where the issuer has confirmed the authenticity of the credential through active 
ID&V prior to the authorization. E-commerce enabler and COF TRs must leverage the Cloud Token 
Framework (CTF) defined in the Visa Token Service (VTS) Implementation Guide for Token Requestors to 
meet ID&V and device-binding requirements. 

• Certified merchant or TR must have also performed cardholder verification on every transaction using a Visa-
approved method (e.g., biometric or other Visa Ready-defined methods as listed in the implementation guide 
for TRs).  

• Merchant or TR must provide enhanced transaction data at the time of purchase. The enhanced transaction 
data includes merchant or TR information, device information and transaction context. 

o Minimum data requirements are defined for cardholder-initiated transactions (CITs) in the Visa Token 
Service (VTS) Implementation Guide for Token Requestors. 
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• The Token Authentication Verification Value (TAVV) must be included in the authorization request from the 
acquirer and successfully validated by VisaNet, and 

• Merchant or TR must meet fraud performance standards, as detailed below in the “DAF – Program Performance 
Requirements for Merchants and TRs” section below. Changes to the Visa Rules for the DAF program are planned 
for the Canada and U.S. regions effective 15 April 2023. 

If each of the above requirements is met, the fully authenticated token transaction will be classified as ECI 05, 
providing the merchant with fraud dispute protection. Dispute rights for Dispute Condition 10.4: Other Fraud—
Card-Absent Environment transactions will be removed from the issuer. 

DAF – Program Performance Requirements for Merchants and TRs 

The following fraud performance requirements for merchants and multi-merchant TRs must be met to receive ECI 
05 classification under the DAF program. Thresholds will be measured monthly; the fraud rate is measured based 
on reported fraud divided by sales for DAF transactions. 

The global fraud rate and monthly fraud amount must be below the thresholds outlined in the tables below. Fraud 
will be measured for authenticated transactions facilitated by the VTS. Identification in the fraud program is based 
on an “and” condition where both thresholds are exceeded. 

Fraud Rate for Merchants 

Fraud Rate Monthly Fraud Amount 

10 bps USD 100,000 

Fraud Thresholds for Multi-Merchant TRs 

Fraud Rate Monthly Fraud Amount 

10 bps USD 500,000 

Visa will monitor these transactions on an ongoing basis to ensure low fraud rates are maintained. Merchants and 
TRs will be notified if fraud thresholds are not met, and subsequent monitoring and enforcement may follow.  

For more details on merchant performance requirements under the DAF program, please refer to the Visa Rules (ID#:  
0030913). For more details on acquirer non-compliance assessments, please refer to the Visa Rules (ID#: 0030914).  

DAF – Program Performance Requirements for Issuers 

The ID&V and device-bound nature of fully authenticated tokens, along with the enhanced transaction and 
authentication data provided by merchants and TRs under the DAF, enable issuers to optimize their risk 
decisioning practices and approval rates.  

While minimum approval rates as stipulated in the Visa Rules (ID#: 0004404) will continue to govern Visa Credit 
and Debit transactions, issuers are expected to optimize the authorization performance of fully authenticated 
transactions over time. Visa will continue to monitor authorization and fraud rates on fully authenticated token 
transactions and may modify performance requirements in the future. 
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Enhanced Processing Logic 

Visa will make updates to the V.I.P. System and dispute qualification logic to recognize purchases that meet the 
processing requirements. Issuers should be prepared to process transactions with the following authentication data: 

Authenticated Payment 
Verification Method (CVM) Credential 

Successful Cardholder Enhanced Data Present Authentication Result 

Token 

Transaction initiated from a 
bound device with consumer 
device CVM performed by a 
Visa-approved third party 

Enhanced token data will be 
present in TLV Field 123 and 
TLV Field 125 in authorization 
and purchase messages 

Fully Authenticated 
ECI = 05 

Note: Issuers will receive ECI 05 in authenticated token transactions without Cardholder Authentication 
Verification Value (CAVV) results / data and will need to adjust their processing and dispute rules accordingly. 

Processing Requirements for Acquirers, Payment Service Providers and TRs 

• VTS will assign the ECI value of the transaction when providing the TAVV. Acquirers must continue to submit 
the ECI value provided by VTS with the TAVV token cryptogram when submitting transactions for authorization. 

• Acquirers may have to make changes to receive the ECI value in the authorization response when processing 
through the V.I.P. System. ECI is an optional field in authorization response messages; acquirer participation is 
needed to receive the ECI value in the authorization response.  

• Acquirers must use the ECI value returned in the authorization response when submitting a transaction for 
clearing to receive fraud dispute protection (excludes U.S. domestic transactions). 

• Acquirers may choose to review and update their authorization system and dispute resolution processes to 
adjust for transactions with authenticated tokens with ECI 05. 

• Acquirers should ensure their merchants, merchant gateways and technology providers are updated on 
this change. 

Processing Requirements and Client Impact for Issuers 

To process transactions within the program, issuers must: 

• Support changes to dispute processing to recognize VTS transactions that qualify for fraud dispute changes. Issuers 
should be aware that changes to the Visa Rules are planned. Under the planned changes, effective 15 April 
2023, they will no longer be able to raise a dispute for Dispute Condition 10.4: Other Fraud—Card-Absent 
Environment on the transactions specified above that are classified as ECI 05.  

• If desired, modify risk models in authorization to use new enhanced data provided and update         authorization 
decision and risk management practices. Issuers will receive enhanced token data in TLV Field 123 and TLV 
Field 125 in authorization and purchase messages. Please refer to the Visa Token Service Implementation 
Guide for Issuer/I-TSP Participation in VDEP Solutions (a Visa Supplemental Requirements document) for 
detailed information on enhanced token data. 

Issuers will receive F34 Tag C0 – Authentication Program = “01” for a Visa DAF-qualified transaction. 

Issuers are also reminded that they must comply with the CTF requirement, which became effective in October 2020.  
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For details, please refer to Article 3.1—Changes to the Visa Token Service to Support Cloud Token Framework in 
the October 2020 and January 2021 VisaNet Business Enhancements Global Technical Letter and Implementation 
Guide, Effective: 10 September 2020 and Article 3.3—Changes to the Visa Token Service to Support Cloud Token 
Framework in the October 2019 and January 2020 VisaNet Business Enhancements Global Technical Letter and 
Implementation Guide, Effective: 5 September 2019. 

EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV trademark is owned by EMVCo, LLC. 

For More Information 

Merchants and third party agents should contact their acquirer. 

© Visa. All Rights Reserved. 
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